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«IIpopuiakTuka NpecTyIVIeHU, CBA3AHHBIX € HENPAaBOMEPHBIM
3aBJIaJIeCHMEeM PEKBU3UTAMM IUIACTUKOBBIX 0AHKOBCKHUX KAPT M XHIICHUEM
CPeICTB ¢ KAPT-CYETOB IPaK/IaH, a TaK:Ke B chepe BHICOKUX TEXHOJIOTHil»

Mamepuan noocomosnen
Vnpaenenuem Cneocmeennozo komumema Pecnybonuku benapyco
no I poouenckoti oonacmu

Cocrosinune NPECTYNHOCTH B cepe NPOTUBOACHCTBUSA
KHOEpNpecTYIMHOCTH.

Ha TEPPUTOPUU I'ponneHckon o0nacTu 3apEerucTpUpOBaAHO
PECTYIUICHUH B cpepe MPOTUBOACHCTBUSA KUOEPIIPECTYTHOCTH:

2018 r. — 300 mpecTymieHui

2019 . -930

2020 r. — 2700
2021 r. - 1814
2022 r. — 1407

2023 r. — 1529 (u3 xoTophix 1420 — xuimeHus neHeKHbIX cpencts: 1096 —
COBEPIIICHHBIX ITyTeM MOJU(PUKAINKA KOMIbIOTepHOW uHpopmarmu, 301 —
IIyTeM MOIIICHHNYECTBA U 23 — IyTEM BBIMOTATEIIbCTBA).

3a 1 xkBapran 2024 roga B CpPaBHEHUU C AHAIOTHYHBIM MEPHOJIOM
IPOIIJIOTO TOJa IPOM3OIIEN CYIISCCTBEHHBIM pPOCT IO OTACIBHBIM BHJIaM
npectymienuid. B yactHoctu, co 178 mo 277 (unmu Ha 55,6%) BO3pociio
KOJIMYECTBO MOIIEHHUYECTB; ¢ 5 M0 18 yBeNIWYUIOCh YHCIO BHIMOTATENbCTB, C
5 no 16 mnpecTymieHHil 1O HE3aKOHHOMY OOOpOTY CpEACTB IulaTexa U
uHCcTpyMeHTOB (cT. 222 YK), ¢ 2 10 7 npecTymieHui, npeayCMOTPEHHBIX CT.
340 YK (3aBenomo J10:KHOE COOOIIeHne 00 ONTAaCHOCTH).

Kak BugHO u3 cratuctuku, kak B 2022-2023 romax, Tak U B TEKyIIEM
rogy, Ha Tepputopun ['poaHeHCKOW oOmactu (QuKcUpyeTrcss OoJbIIoe
KOJIMYECTBO XMWILIEHUW JICHEKHBIX CPEIICTB Tpa)xkJaH, COBEPIICHHBIX C
MCII0JIb30BaHUEM nH()OPMAITMOHHO-KOMMYHHUKAITHOHHBIX TEXHOJIOTH,
OOJIBIIIYIO  YacTh KOTOPBIX COCTaBISIOT HMMEHHO XHWIIeHHA  (myTem
Moaudukanuu KomibioTepHord uHopManuu (ct. 212 YK) u MolieHHu4ecTBa
(ct. 209 VK).

XHUIIEHUE JIEHEXHBIX CPEACTB MYTeM MOAM(PUKALMM KOMIbITEPHOU
HHPoOpMAaIUKM 3JIOYMBIIIJICHHUKAMU COBEPIIAETCS B PE3yJbTaTe IOTYUCHHUS
O0CTyna K OAHKOBCKOMY CYETY C HUCIOJIb30BaHUEM MEPEAaHHBIX BIaJCIIbIIEM
cyeTa PEeKBU3UTOB OAHKOBCKOW KapThl, MYTEM JOCTyNa K CHUCTEME WHTEPHET-
OaHKWHT WM K MOOWJIBHOMY YCTPOWCTBY TOTEPIICBIIECTO Uepe3 YaJICHHBIC



IporpaMMBbl, a TaK)Ke C HCIIOJB30BAaHUEM ITOXHUIIICHHON WM TOTEPSHHOM
OAHKOBCKOM IJIATEKHOUN KapTHI.

XWIlleHne TMyTeM MOIIIeHHHYeCTBA COBEpIIAETCS B  pe3yJIbTare
WCIIOJIb30BAHUSA TMPECTYIMHUKOM TaK Ha3bIBAEMBIX METOJOB COIHATIBHOM
WHKCHEPUH, KOTJa TOTEPHEBIIErO BBIHYKIAIOT T10J BHJIAOM 3BOHKA OT
COTpYyJIHUKAa OaHKOBCKOTO YUYPESKICHHUS WU TPABOOXPAHUTEIBHBIX OPTaHOB
T0OpPOBOJIBHO OCYIIECTBUTH MEPEBOJ] ICHEKHBIX CPEACTB ISl MX COXPaHEHUS
Ha CUETE WJIU C IEeJIbI0 TOMMKH MOIIEHHHKA, a TAK)KE€ B KaUeCTBE MPEAOILIATHI
3a TOBap B (PeiiKOBOM MHTEpPHET-Mara3uHe, 3a apeH,y KWIbS U T.]I.

3adukcupoBaHHbie (aKkThl BbIMOraTeabcTBa B VHTEpHEeTEe B OoJbleH
YacTH CBSI3aHbl C BBICKA3bIBAHHWEM TPEOOBAaHUN NEPEBOAA JEHEKHBIX CPEACTB
II0JT YTPO30¥ pacnpoCTpaHEHUs B CETH MHTUMHBIX MaTE€pPUAJIOB, «IIOTIABIIUX) B
PYKH 3JIOyMBIIUIEHHUKY B XOJI¢ JTOBEPUTEIBHOM TMEPENUCKH Ha calTax
3HAKOMCTB, B COLMAJbHBIX CETAX, MecceHmkepax. Jloctym K Takum
MaTepHuaiaM 3JI0YMBIIIJICHHUK TaKK€ MOXKET MOJIYUYUTh TOCIIE B3JIOMa CTPAHMII
B COITMAIBHBIX CETSAX U B UHBIX aKKayHTax.

HaubOoJsiee pacnpocTpaHeHHble CcXeMbl M CHOCOObI, KOTOpbIE
HCMOJIb3YKOT NPECTYNHUKHU JJIf XHWIIEHHUS] JACHEKHBIX CPEACTB B CETH
HNurepHer.

1. «BHIIMHI» - METOJI COLMAIIbHOM MHKEHEPUHU, 3aKIIOYArOIIUNC B
OCYILECTBIIEHNU TeNe(OHHBIX 3BOHKOB IpakJaHaM (KaK MPaBUJIO B MHTEPHET-
MECCEH/DKEpax) OT HMEHM paO0OTHUKOB  OAHKOBCKMX  yUPEKICHUH,
PAaBOOXPAHUTEIBHBIX  OPraHoB, KOrJa 3JIOYMBIIUIEHHUKH  COOOIIAIOT
rpaXJIaHUHY, YTO KaKOe-TO JIMIIO 0e3 BemoMa ohOPMUIIO Ha HETO KPEaUT 00
COBEPIIACTCS MOMBITKA XUIIEHUS JICHEXKHBIX CPEJICTB CO CUETA.

JIiss OTMEHBI KpeauTa, JU0O0 TPEAOTBPAIICHUS XHUINEHUS JEHEXKHBIX
CPENICTB CO CUYeTa M MOMMKHA BUHOBHOTO HEOOXOJIMMO CPOUYHO OOPMUTH HOBBIE
KpEIUThl Ha MAaKCUMAJIbHYIO CYMMY ILJIaT€XKECHOCOOHOCTH, JHOO MepeBecTH
JEeHbI'd Ha «O€30macHBIi CUeT» WIH <«3alldIIeHHYI s4Yehky». Jlus
yOeaUTEIBPHOCTH K JJAHHBIM 3BOHKaM <(CKEPTBE» TaK)Ke HAYMHAIOT IMOCTYIATh
3BOHKHM OT UMeHU paboTHHKOB Harbanka, corpyauukoB OB/l u cnenoBarenei,
MOATBEPKIAIOIMNX HAIUYUE MPOOJIEMBI, C IENbI0 YOSKACHHS OCYIIECTBICHUS
MEPEBOJIOB JICHEXKHBIX CPEJICTB U YYaCTUM B MEPONPUSITUU MO BBISBICHUIO
npectynHuka. lloTepneBiieMy MOTYT TakKe BBICBUIATHCS B MECCEH]IKEpE
doTorpadun CiryKeOHBIX yAOCTOBEPEHUH, 3I0YMBIIIJIEHHUKH UHCTPYKTUPYIOT
Kak ce0si BecTu mnpu oQopMiieHMH KpeauTa B OaHke. B maHHOM ciydae
JNEUCTBYIOT YYaCTHUKM OpPraHM30BaHHBIX Tpymi. B psjne ciydaeB Takum
00pa3oM MOIIEHHUKH YOeXIaloT rpaxkiaH o(QOpMIISITH KPEAUTHl HA KPYIHBIE
CyMMBbI, OCYIIIECTBUTb HX II€PEBOJl, B TOM YHCJIE HUMECIOIIMUXCS Ha CUETy
JNEHEXKHBIX CPEJACTB, Ha TMOJKOHTPOJbHBIE 3JIOYMBIIUICHHUKAM CYe€Ta, |
NOXMINAT uX. lIpecTynmHUKH AEHCTBYIOT HACTOJIBKO YOEAUTENbHO, YTO



3a4aCTyl0 IOTEPHEBIINE OCYLIECTBIISIOT IEPEBOAbI B TEYEHUE HECKOJIBKUX
IHEW, HuMes pealbHOE BpeMsA MNOAyMarb Hax npoucxomdmuM. Hepenko
3JIOYMBIIIJIEHHUKH TakKe YOexJaroT rpaxaaH yCTaHaBIMBAaTh HA MOOWJIbHBIM
TeNne(OH MPWIOKEHUs Ul YAAIEHHOTO JOCTYNa K Tene(oHy (BbI MOCIIEIHEE
BpeMsi, B TOM YHCJIE IPEICTaBIAsACh paOOTHUKAMU KOMITAHUH COTOBOM CBSI3H), B
XO0JIe 4Yero cam IMOJYy4yarT JOCTyll K TeleQoHy M CHCTEeMaM HHTEPHET-
OAHKUHT, U CaMOCTOSTENIbHO OCYIIECTBIISIIOT XUILEHUE JEHEXKHBIX CPEICTB CO
cyeTa, B TOM YHUCJIE JUCTAHIIMOHHO O(OPMIISISl Ha TpaXKaaH KPEIUTHI.
IIpumepsl IPECTYIUIEHUN C «BULLUHTOM:

HeycranoBnennoe nuio B nepuoj Bpemenu ¢ 12.15 yacon
1o 16.00 gacos 31.07.2023, HaxoAsiCh B HEYCTAHOBJIEHHOM
MecCTe, MOCPEICTBOM 3BOHKA B MecceHIxkepe «Viber» oT

. HMeHH padO0THUKA 0aHKA CKJIOHMJIO KUTEIbHULLY
I'ponHeHCcKMit cT.212
MOCK 14.08.2023 w4 r.I'ponHo M. K ycTaHOBKE ITpOrpamMMbl yAAJI€HHOT 0

AOCTyNa K MoOMJIbHOMY ycTpoiicTBy «RustDesk», mocie

4ero, MyTeM MOAU(UKALUU KOMITBIOTEpHON MH(OpMaLUH,
MOXUTHJIO ¢ 0AHKOBCKOI'O CYETa JCHEKHBIE CPEe/ICTBA Ha
obmryro cymmy 44 404 pyoneit

Heycranosnennoe nuiio, B nepuo B utoHe 2023 roaa,
COBEPUINJIO 3BOHOK KuTesbHuULE T. OmmsiHbl E.,
MPEICTAaBUIIOCH COTPYTHUKOM CITY>KOBbI 0€30MacHOCTH
OmmMsHCKUI 04.08.2023 ¢1.209 | HatmonaneHoro banka u moa npeajiorom

POCK T 4.3 AHHYJMPOBAHHUA 0()OPMJICHHBIX 3JI0YMBIIIJIEHHUKOM
HA Hee KPeAUuTOB yOeauino opopMUTh KPEIUTHI B 3-X
O0ankax Ha cymmy 6onee 25 000 u mepeBecTH Ha

IIPEACTAaBICHHBIE €i HOMEpa CUETOB

Heycranosnennoe nuno 07.08.2023 oxono 16:00 vacos, B
X07ie 3BOHKa B MecceHkepe «Telegramy u TenedoHHBIX
pPa3roBOpPOB OT UMEHHU pabOTHHKA OaHKa, MO/ MPeAJI0romM
I'ponnenckuit 25 08.2023 cT.209 | u30exxkaTh XUILEHUSI ICHEKHBIX CPeACTB ¢ 0AHKOBCKHX
MOCK o 9.3 CUYeToB, myTeM oOMaHa yoeauno xutems r. ['poaHo A.
nepeBeCcTH JICHEXKHbIE cpeacTBa B cymme 12 999 pyOineit
Ha HaJIe)KHBIN CUET MOCPEACTBOM OaHKOMATa, KOTOPBIMU

3aBJIaaciIo

Heycranosnennoe nuio B nepuoj ¢ 24 no 29.04.2024 B
xoJie Tene(OHHBIX Pa3rOBOPOB B MECCEHKEPE
[lyunHCckuii 30.04.2024 cT.209 | «Telegramy» myTreM oOMaHa ¥ 3JI0yTIOTPEOJICHUS JOBEpUEM
POCK U q.4 Mo/ MpeJI0roM H300JIMYeHUsI MOIIIeHHUKOB, 3aBJIaJIEII0
MIPUHAJICKANTIME TpakaaHke M., TeHe)KHBIMH
cpeacTBamu B cymme 74 565 pyOneid.




HeycranoBnennoe nuno 23.04.2024, nyrem
HEOIHOKPATHBIX 3BOHKOB Ha a0OHEHTCKHI HOMEP
MOTEPIIECBIIECTO, MyTeM 00MaHa, O/ MPeIJI0roM
AeKJIAPUPOBAHNS MPUHAJIEKAIUX MOTEPNeBIIeMY
MocToBCKHH 24.04.2024 cT.209 | meHe:KHBIX CpeacTB, yoenuio rpaxnanuia b. nepesectu
POCK U q.] JICHE)KHBIE CPEICTBA ITOCPEICTBOM MH(POKHOCKA, a TAKKE
MOOHIIEHOTO MPWIOKCHUS UHTEPHET-0OaHKUHTA, B
pe3yabTaTe Yero 3aBJajIeiio JCHEKHBIMHA CPEJICTBAMU B

cymme 7800 pyOei.

2. DeiikoBble HHTEPHET-MATa3MHbI 110 MIPOJIAXKE TOBAPOB B COLIMATILHBIX
cersix. Haumbonee wyacTto B mocienHee BpeMsi BCTPEYAIOTCS HMMEHHO B
conuajJbHoi cetn «MHcrarpam». 3M0YMBIIUIEHHUKA CO37al0T (EeWKOBBIC
aKKayHTbl MO TpPOJaXKe OJEeXkIbl, 00yBH, MPEAMETOB MeOEIu M HHTEphEpa,
HATOJHAIOT UX TEeMaTHYECKMX KOHTEHTOM M3 CBOOOJHBIX HMCTOYHHUKOB CETU
Nurepuer ¢ ¢otorpadusamMu  sSKOOBI  pealu3yeMoro ToBapa, psAIOM
[OJIOKUTENBHBIX OT3BIBOB, M C JOCTYIIHBIMH II€HAMU HUXE pPBIHOYHBIX,
BCTYNAIOT B IIEPENUCKY B PA3IMYHBIX MECCEHIKEpax, INpeiuiaras BHECTH 32
TOBap NpeaoIiaTy OO aBaHC IMyTeM MepeurciaeHus: Ha OaHKOBCKUM cuet. s
NOJIyYEHUSI JICHEKHBIX CPEACTB IPU 3TOM, KAK MPABUIIO, HCIOJb3YIOTCA
OaHKOBCKHE KapT-CUETa MOJICTABHBIX JIHII.

AHaNOTU4YHbIE OOBSBICHUS O MPOAAXE TOBapa MOTYT pa3Mellarbcs Ha
Be0O-caiiTax, B COOOIECTBAX WM MTyTEM PAaCChUIKA B MECCEHIKEPax, a TAKXKE Ha
caliTax apeHJpl HAJIBWKUMOCTHU IMOJ TMPEJIOrOM BHECEHUsS MPEAoIiaThl 3a
apeH/1y KBapTHUPBI.

Hepeako 310yMBIIUIEHHHKH HCHOJB3YIOT W M3BECTHBIC IUIOIIAJKH C
OOBABJICHUSMU O MPOJAXe TOBApa WU NPEIOCTaBIECHUSA YCIYT, B YACTHOCTH
Topropyro rmiomanky «Kydap», calt mnpomaxu aBTOMOOWICH «av.byy,
BBICTYMAsi TaM «IIPOJIaBIIaMU» W yOexaas rpakJaH MEePEeUUCIsITh MPeaoIuiaTy
3a ToBap/yciyry. OOMaH MPOUCXOAMUT IO CIEIYIOIMM cXemaM: 1) BHeceHHsl
npeaomiaThl 3a NpoJaBaeMblii TOBap, 2) 3aBiiajieHHe PEKBU3UTAMHU
0aHKOBCKOM KapThl MOJ MNPeIoroM OIUIATBI TOBAapa IOCPEICTBOM
IPEeI0CTaBICHN (PUITMHTOBOM CCHUIKA M XUIIEHUE CPEACTB C UCIOJIb30BAHUEM
MOJTy4eHHbIX pekBU3UTOB BIIK.

[Ipumepsl npecTyruieHH ¢ «(EeUKOBBIMU MarasuHaMu» U «(PEeHKOBBIMU
IIPOJaBLAMMY .

Heycranosnennoe nuio, 01.05.2024 Haxonscs B
HEYCTaHOBJICHHOM MECTE, HCIOJIb3Ysl AKKAYHT
I'ponHeHckuit 05.05.2024 cT.209 | «drilloviy_market» B counajbHoii cetn «Instagramy,
MOCK T q.1 O] IPEJIOrOM MPOAAKH OJEKIIbI, 3aBIAAEIIO0
JCHES)KHBIMU cpesicTBaMu kutens r. ['ponno L. Ha cymmy

260 pyOneit.




HeycraHoBneHHOE U110, HAXOSICh B HEYCTAaHOBIEHHOM
mecte, 04.05.2024 mytem oOMaHa, TOCPEICTBOM
MEPENUCKH B COMANBbHOM ceTH «Instagram», mox
MPeaJIoroM MPOIAKU IIBETOB, CKIIOHIIIO JKUTEJIS T.
HoBorpyzka k nmepeBoly J€HEKHBIX CPEICTB B pa3Mepe
140 py0eit Ha TOJKOHTPOJIBHBIHN 37I0YMBIINICHHUKY
OAHKOBCKHUH CUET, KOTOPHIMU 3aBIA/IEIIO

Hosorpynckuii cT.209
POCK 04.05.2024 wl

HeycranoBnennoe nuuo, B nepuof ¢ 22 no 24.04.2024,
HAXOJSICh B HEYCTaHOBJIEHHOM MECTE, HCTOJb3YS
I'ponueHckuit 02.05.2024 c1.209 | akkayHT B concetrn «Instagram» «apple_market_by»,
MOCK o q.1l MO/ MPEJIJIOTOM TPOa KK MOOUIILHOTO TelieoHa,
3aBIIAJIENIO ICHEKHBIMU CPEICTBAMU TpaxaaHuHa b.

cymmy 450 pyOmeit.

HeycraHnoBneHHoe JI1110, HAXOSICh B HEYCTAaHOBIEHHOM
MECTE, B X0/I€ MePeNuCKH B COIHATBHON CeTH

. «Instagram», 24.04.2024 yacos, myTem oOMaHa, 1o
Jluackuii cT.209
POCK 30.04.2024 0l MIPEAJIOTOM MPOAKU TpakaaHuHy JK. KyXOHHOTO

' KoMOaifHa, CKIIOHHJIO MOCJIETHETO K TEPEBOAY ACHEKHBIX

cpeacts B pazmepe 200 pyOiel Ha MOAKOHTPOIBHBIN
37MIOYMBINUICHHUKY OaHKOBCKUMN CUET

HeycranoBnennoe nuio, B nepuof ¢ 18 no 23.04.2024,
HaXOJACh B HEYCTAaHOBJIEHHOM MECTE, I0CPEICTBOM
NEPEnuCcKu B MecceHkepe « WhatsApp» ¢ aupexkTopoM
I'ponnenckuit 06.05.2024 c1.209 | ognoro u3z OO0, moa NpeaIoroM NMPoaAKH

MOCK R u.4 NPOMBIIVICHHBIX CTAHKOB HAa HHTEPHeT-IIaT(opme
«Kydap», nyrem oOMaHa 3aBrnajiesio J€HEKHBIMU
CpeAcTBaMu, MPHHAIeKAIUME Ha cymmy 168 771

pyOJIeH.

Heycranosnennoe nuno, 01.04.2024, naxonscs B
HEYCTaHOBJICHHOM MECTE, IO/ MPEJIOrOM 3aMOJIHEHUS
nHpopmanuu 06 azmpece, ¢ MEIbIO JabHEUIIEH OTIPaBKH
3ebBEHCKUN 02.04.2024 cT.212 | 3aka3anHOroO TOBapa, mpuHyawio I1., nepeiiTu mo
POCK T q.1 OTIPABJIEHHOM CCHIJIKE U BBECTH JaHHbIE O
npuHaiexamen eMmy bIIK, mociue gero 3aBnanes
PEKBU3UTAMH YKa3aHHON OaHKOBCKOM KapThl TTOXUTHUIIO

682 py0us.

3.Bed-caiiThl, UMUTHPYIOIIUE Pa3IUIHbIC TPEHAMHIOBbIE TIaTGOPMBI
JUTs 3apaboTKa JEHEKHBIX CPeACTB Ha Toprax. CraM pekiama O JaHHBIX calTax
pacrpoCTpaHseTcs NOBCIOAY B cethu HHTepHer. JloBEepuMBBIE TpaxkIaHE
NEPEXOMSAT MO CChUIKE, HE MPOBEPUB UCTOPHUIO U OT3BIBBI PECYpCa, BCTYMAOT C
TaK Ha3bIBAaEMbIMHU TMPEJCTABUTENSAMU OUpPXKU B Mepenucky. ['paxnan
yOeXKIal0T B BBICOKHX JI0XOJlaX, Y€MYy CIIOCOOCTBYIOT COJAEpXKaIlrecss Ha
pecypce KpacuBbie (heriKoBbIe OT3BIBBI 00 3P(HEKTUBHOCTH TOPTOB. Y OCKIAIOT
NEepPEeYUCIsiTh JIEHbI'M Ha TMPEIOCTaBICHHbIE HOMEpa OAHKOBCKHUX CYETOB,
HEPEAKO Ha KPUMNTOKOMIETbKH. [ yOeauTeNhbHOCTH CO3JAI0T «KEPTBAM»
JUYHBIE aKKayHThl Ha JAHHBIX calTax, rjae SKOObl OTOOPAKAIOTCA CYMMBI
BHECEHHBIX JCHEXKHBIX CPEACTB. A KOTJ]a YEJIOBEK PEIIACT BHIBECTU «UMEIOIIINE



Ha CUCTY» M BJIOXCHHBLIC ACHBI'M, HAYMHACTCA «HUCTOPHUA» O H€O6XOI[I/IMOCTH
BHCCCHM: HaAJIOI'a, CTPAXOBKH, KOMIICHCAIWMHU W T.A., BBIHYXKIAas IIOTCPIICBLICTO
BHOCHUTB OYCPCAHBIC CYMMBI JICHCT CPCACTB

HeycranoBnennoe nuuo B nepuon ¢ 10.02.2024 no
29.03.2024, HaxoasCh B HEYCTAaHOBJICHHOM MECTE,
. MIOCPEICTBOM Nepenucky B MecceHpkepe « TenerpamMmm» ¢

I'ponneHckuMit cT.209 peA P JUKED p

06.05.2024 rpaxaanuHoM I1., moa mpeasiorom 3apadoTka Ha
MOCK 4.3

mwiatgopme «stockmarkt.net», myrem obMaHa, 3aBnaeno

€ro JICHe)KHBIMU cpeicTBaMu B cymme Oosee 20 000
pyouieit.

Heycranosnennoe nuno 13.03.2024, naxoasacs B
HEYCTaHOBJICHHOM MECTE, IO/ MPeAJI0roM 3apadoTKa Ha
I'ponHeHckuit 30.04.2024 c1.209 | deiikoBoMm caiite OAQO «benapycbkanniiy, myremMm
MOCK T q.1 oOMaHa, B X0/1¢ IEPENHUCKH U 3BOHKOB B IIPUIIOKEHUH
«Skype» ¢ rpaxxnanuHoM B., 3aBnazeno npuHaiiexxanmmMu

eMy JICHE)XHBIMHU cpeZicTBaMu Ha cymmy 500 pyOuieid.

4. OUIIUHTOBBIE CAThI 0AHKOB, TEATPOB U KHHOTEATPOB.

B cetu MIHTEepHET CylIeCTBYET psJl CAalTOB, HMUTHUPYIOIIUX TJIaBHbIC BEO-
CTpaHUIIbl OAHKOBCKUX YUYPEXKJICHUN U CTpaHULIbl MHTEpHET-OaHkuHTa. JKenas
3aiTH B MIPUJIOKEHHUE, TPAXKJaHE WINYT CTPAHUIY MHTEPHET-OAHKHWHTA CBOETO
OaHKa MyTeM MOMCKOBOIO 3arpoca B Opaysepe, 4To JenaTh Helab3s. Hepeako B
NEPBbIX pe3yJibTaTaXx MOKWCKAa 3a Ha3BaHUEM aOOpeBuaTyphl (UHAHCOBOIO
YUPEKIEHUSI KPOETCs CChUIKAa Ha (DUINIMHTOBBIM CaWT, BHEIIHE HUYEM HE
OTJIMYAIOUTUNACS OT OpUrHHajia (10 HANOJHEHUIo, I[BETY, pa3jenaM | T.J.), HO
UMEIOIIMIA UHOU ajipec B aJpecHOM cTpouke Opaysepa. OTIM4aThCs OH MOXKET
JaXe OJTHUM CHUMBOJIOM OT MPaBWIBHOTO ajipeca. BBoas Ha TakOM calTe JIOTUH
U TIapoJib BIIaJIeNiel] cYeTa MPEeJA0CTaBIsSET JOCTYN K MHTEPHET-0aHKUHTY, a 3TO
MOJHBIA JOCTYIl K cuery. YUepe3 cCuuMTaHHbIE MUHYTHI JEHEKHBIE CPEICTBA
NIEPEBOJIATCS 3JIOYMBIIUIEHHUKOM Ha MHOM CYET.

AHaJIOTUYHO B MHTEPHETE PACHPOCTPAHAIOTCS CCHUIKA HA MOIJCIbHBIC
CaliThl TeaTPOB M KUHOTEATPOB. J[Ji1 MOKYINKU OWUJIETOB HEOOXOAUMO BBECTH
pexBu3uThl BIIK u kog noareepxaeHus u3 CMC. [lanee npoucXoauT XUILICHUE
JNEHEX)KHBIX CPEACTB C KapT-CU€Ta C HCHOJIB30BAHUEM PEKBU3UTOB KapThl.
Hepenxo mokymke OWIETOB TMpPEAIIECTBYET IMEpenucka cO CIydyailHbIM
co0eceTHUKOM B COIIMAIbHOM CETHU, MECCEH]IKEPE, Ha CaiTe 3HAKOMCTB.

Heycranosnennoe nuno 07.01.2024, Haxoasics B
HEYCTaHOBJICHHOM MECTE, 3aBJjiaj/ieB MOCPEICTBOM
I'MOCK | 07.01.2024 cr.212 ¢ummHroBoro caiita «mtbbank-by.com» pexsusuramu
J0CTyna K MHTepHET-0aHKUHTY »utens r. 'poano JI.,
MOXUTHJIO C KapT-CUeTa MOCIEAHEr0 NEHEKHbIE CPEICTBA B




cymme 386 pyoOuieit.

HeycraHoBneHHOE, HAXOACh B HEYCTAaHOBJIIEHHOM MECTE,
19.07.2023 oxomno 18.22 yacoB, B X0/i€ NEPENUCKHU B
Mmeccenmkepe «Telegramy ¢ sxutenem r. ['poano A., 1998
cT.212 I.p. ZOTOBOPHUJIOCH O IMOXO0/1e B TeaTp, II0CJIE YETro JUIs

9.1 MOKYIIKU OUJIETOB MPeI0CTABHIIO KUTeJI0 I'. ' poaHo A.
CCHUIKY (PMIIMHIOBOIO caiiTa, IOCPEICTBOM KOTOPOM
3aBJIa/1eJ10 PEKBU3UTAMU OAHKOBCKOW KapThl U IOXUTHUIIO C
KapT-cueTa 609 pyoiei.

I'MOCK | 31.07.2023

HeycranoBnennoe nuno, 19.03.2024, Haxonasics B

HEYCTAHOBJICHHOM MECTE, C MCTIOJIh30BAaHHEM CETH

1212 «MHTEepHET», MO NPEAJIOrOM COBMECTHON MOKYNKHU

I'MOCK | 20.03.2024 u 1 OuJ1eToB B TeaTp Ha caiite «theater.by-63.shop», 3aBmaneno
' PEKBU3UTaMH OAaHKOBCKUX IJIATEKHBIX KapT TpaxkaanuHa M.,

Y C MX UCTIOJIb30BAaHUEM TIOXUTHIIO C KAPT-CUCTOB JICHEKHBIC

cpenctsa B cymme 4 799 pyobneit

5. UHble criocoObl (MEHEee pacipoCTpaHEHHBIE)

— 3aBJIaJICHHE JICHbI'AMH B BUJIE€ IPEIOIUIAThl O OOBSABICHUAM 00 apeH/e
AKUIIbA,

— 3aBJaJIcHHE JEHbIaMU B XOAE€ INEPEBOJAOB JACHEXKHBIX CPEACTB B
COLIMAJIBHOW CETHU WJIM B MECCEHKEpE OOPATUBILIEMYCS B IEPENHCKE «APYTY» C
OpOChOO OJOJIKMTH [I€HEe:KHble CpeACTBa, WIM IEpEeBOAbl B KauyeCTBE
MOKepPTBOBAHMI Ha (eiikoBbIE OOBABICHHUS,

— 3aBJiaJileHHe MHTHMHBIMH  MarepuajlaMd C  [OCJIEIYIOIIEM
BBIMOTATENIbCTBOM JIEHEKHBIX CPEACTB 3a HepasriamieHue nHhopmaiuu.

PEKOMEHJIAIINMH rpaxkaanam:

- HM TI0J] KaKUM TIPEIJIOTOM HUKOMY He cO00IIATH MOJIHbIE PEKBU3UTHI
OAHKOBCKOM IJIATEKHOM KapThl, B YaCTHOCTU 3 TGP C 0OOPOTHON CTOPOHBI
KapThl, koAbl U3 SMS, macnopTHbIE JaHHBIC, JOTUH W TMapOjb OT UHTEPHET-
O0anka. He XpaHuTh WX B OTKPBITOM JIOCTYyTI€, HE MEPEChUIaTh B COIUAIBHBIX
CeTAX W MecceHmkepax. JlaHHbIE PEKBU3UTHI SBISIOTCS KIIOYaMH K
O0aHKOBCKOMY cueTry. Tpu mudpsl ¢ 000pOTHOI CTOPOHBI KAPThl HYXKHBI JIUIIIb
JUTSI TIOJITBEPIKICHUS PACXOTHOM OTepalnu;

- HE MEePEXOIUTH IO MOJO3PUTEIBHBIM CChLUIKaAM

IIpy mocTymyieHUM 3BOHKOB OT HMEHHM PA0OTHHUKOB OaHKOBCKHX
yupe:KIaeHun (IpaBoOXPaHUTEIbHbIX OPTraHOB) CJIelyeT 3HATD!

- paboTHMKM OaHKa HE 3BOHIAT B MECCEH/DKEpax M HE IPOCT
yCTaHABIMBATh MPOTPAMMBI JIs TOCTyTa K TelaedoHy;



- COTPYAHMKM OaHKa MOTYT JMIIb YTOYHUTh, JIEUCTBUTEIBLHO JIH
JiepKaTesIeM KapT-cueTa COBEpIIaiach OMPEICIICHHAs pacXOHasl ONepanus 1o
cyety. CoTpyIHUKH OaHKOB W MPaBOOXPAHUTEIBHBIX OPTaHOB HE TPEOYyIOT
ohopMIIEHUS KPEIUTOB, B XOJ€¢ TeIC(OHHBIX Pa3rOBOPOB yYaCTHUU B MOUMKE
3JI0YMBIIJICHHUKOB, MPEAOCTABICHUS NACHOPTHBIX M WHBIX JIMYHBIX JTAHHBIX,
pexBu3nToB BIIK, xomoB m3 CMC, ocyliecTBiIEHHS TEPEBOAOB JECHEKHBIX
CpEJICTB Ha UHBIC CUETAa,;

- B CJIy4ae MaJICMIIEro MOJI03PCHUSI HA HECAHKIIMOHUPOBAHHBIC JICMCTBUS
CO CYETOM COTPYJAHUKH OaHKAa CAMOCTOSTEIILHO 3a0JIOKUPYIOT OTIEPAIUI0 U/WITH
OaHKOBCKHH CYET.

IIpu xkenanuu 3apadorath B cetd UHTEpHET, HEOOXO0AMMO IOMHHTD!

- psia (QerKoBBIX CalTOB B ceT MHTEpHET MO3UIMOHUPYIOT CeO0st
OupKamMu/TPeUIMHIOBBIMU TIAT(HOPMAMH, KOUMU HE SIBJISIOTCS, HET HUKAKUX
rapaHThii B 3apad0TKe U UCKIIOUECHUU MTOTEPH JACHEKHBIX CPEJICTB;

- TaKue CalThl MOTYT OBITh CO3JaHbl 32 CUYMTAHHOE BpeMs U3 JHOO0OH
TOYKH MHUpPa, HANTH UX BJIAJIEIBLEB KpPAHE 3aTPYIHUTEIIBHO;

- a0cooTHOE OOJBIIMHCTBO TaKUX CAaWTOB MMEIOT B MHTepHeTe KpaiiHe
OTPULIATEIIBHBIE OT3bIBbI, KOTOPBIE JIETKO HAWTH IIyTEM MOUCKOBBIX 3aIIPOCOB B
CeTH;

- (elikoBble OMpKM, KaK MPABUIO, CO3JaHBbI (3aPErUCTPUPOBAHBI) HE
Oonee roaa Hazad, a TO U MECALBI A0 Hayana (PYHKIIMOHUPOBAHMSI, UYTO JIETKO
poBEpUTH B ceTH MHTEpHET;

- Juisl 3apaboTka B ceTh VIHTepHET HyXHbI OOJIbIIME MO3HAHMS U OIBIT
paboThl ¢ OPUIIMATBHBIMU U3BECTHBIMU MHTEPHET-PECYPCAMU.

IIpu nocemeHMH AKKAYHTOB MHTEPHET-MAra3MHOB, B YAaCTHOCTH B
cetn « MHCTarpam», cjieayer 3HaTh:

- paHee HEW3BECTHbIE HWHTEPHET-Mara3uHbl, pabOTAIOIIHUE TOJBKO IIO
npenoruiaTeé M Mpejlararollue TOBaphl CTOMMOCTBIO HH)KE PBIHOYHOM,
UCKJITFOYUTEINILHO C MOJIO0KUTEIBHBIMU OT3bIBAMH — MAKCUMAJIBHO BBICOKHI PUCK
NIOTEPU CPEJCTB;

- ¢doTtorpadun UMEIOIMXCS TOBAPOB HAa MHOXKECTBE pPa3HbIX (OHOB (B
pa3HbIX MOMELIEHUSX) — OJUH U3 MPU3HAKOB (DEWKOBOIO MarasvHa, JaHHbIE
¢oTo ckauansl B cetu UHTEpHET;

- MoJ00HbIe (PEHKOBbIE aKKAYHTHI JIETKO CO3JAIOTCS B CUMTAHHBIE YaChI,
OT3BIBBl W TOAMHUCKH HCKYCCTBEHHO HAKPYYMBAIOTCS, WX BIAJEIBIBI MOTYT
HaXOJUTHCS B JIFOOOH TOYKE MUPA, YTO YCIOKHIET UX YCTAHOBJICHHE;

- Oonee 0€30MACHO OCYILIECTBIATh MOKYNKM B MHTEpHET-Mara3uHax Ha
M3BECTHBIX U TPOBEPEHHBIX WHTEPHET-TIOMAAKAX (M3BECTHBIX OPEH/IOB);



- TIpW OHJIAWH-TIOKYIIKaX PEKOMEHAYyeTCS HE HCITOIh30BaTh OCHOBHYIO
OaHKOBCKYIO KapTy, a O(GOPMHTH BHUPTYaIbHYIO U TIEpPEd COBEpIICHUEM
MOKYTIKH ITIEPEBOIUTH HA HEEe HEOOXOIUMYIO CYMMY;

IIpu ocyuecTBJeHUM JOCTYNa K CHCTeMe MHTEPHET-0aHKHHT
MOMHHTE:

- HEIb3s WCKaTh CaWT WHTEpHET-OaHKa IyTeM ITOMCKOBOTO 3ampoca B
Opay3epe. Anpec caiita 6aHKa (CTpaHUIIBI UHTEPHET-0aHKMHTA) HY>KHO 3HATh U
BBOJUTh «BPYYHYIO» B aJpPECHOH CTpoke. A mydiie 100aBUTh B CITHCOK
3aKiIaIoK Opay3epa, WM UCTIOIh30BaTh MOOUIEHOE TIPHIIOKEHUE.

O0masicb B COHNHAJBHBIX CeTAX, CcalTax 3HAKOMCTB, IyTeM
NnepenucKu B MeCCeHIKepax cjeayeT MOMHHUTb, YTO 3a aBaTaApKoOil apyra
WIHA 3HAKOMOI'0 MO’KET CKPbIBATHLCH MHOE JIMI0, NMbITaloNleecs: 3aBJaieTh
JAeHe;KHBIMU CPeACTBAMM WJIM JJUYHBIMHU JAHHBIMH.

[Ipu  HeoOxomumocT  (UHAHCOBBIX  TMEPEUUCICHUN  ClemyeT
YAOCTOBEPUTHCS B IMYHOCTH COOECEIHUKA C MCIIOJIB30BAHUEM JAPYTHX KaHAJIOB
CBsA3U (JTMYHAs BCTpeua, Tele(OHHBIN 3BOHOK, 3BOHOK MOCPEICTBOM MHTEPHET-
MECCEHIKEPA).

K coxayiennro, 1aTh peKOMEHIAIMN O TIOBEACHUH B Ka)KJIOM BO3MOYKHOM
Cily4yae Helb3sl, HO BCEM TpakJaHaM B JIFOOOW CHUTyallud CIEAyeT HE TEePSTh
OUTEeTHLHOCTh, OOAYMAHHO OTHOCHUTCS KO BCEMY IPOMCXOMSAIIEMY B CETH
Nutepuer. Benp B OONBIIMHCTBE CIIydaeB W3IUIIHAS JOBEPUYMBOCTh U
HEOCMOTPUTENFHOCT, ~ CaMUX  TpaxJaH  CIIOCOOCTBYET  COBEPIICHUIO
BBINICYKa3aHHBIX TIPECTYIICHUH.



